
Wonderland Rug Pull

Michael Patryn / Omar Dhanani strikes again
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Timeline
• In January 2022 it became know that Michael 

Patryn (aka Omar Dhanani) the former member of 
ShadowCrew and Founder of QuadrigaCX was the 
person behind the pseudonym 0xSiFu and was part 
of the Wonderland team.

• This information was then widely shared on social 
media platforms including Twitter and Reddit.

• Large amounts of Ethereum tokens (ETH) started to 
be sent out of the project from 0xSiFu’s address: 
0x722122dF12D4e14e13Ac3b6895a86e84145b6967
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https://twitter.com/zachxbt/status/1486591682728673282 

https://twitter.com/zachxbt/status/1486591682728673282
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https://mirror.xyz/0x8A7f7C5b556B1298a74c0e89df46Eba117A2F6c1/
Laraxx5dW-07hvHS-ff8TgnS4etd67SbM05Li1Am1ag 

https://mirror.xyz/0x8A7f7C5b556B1298a74c0e89df46Eba117A2F6c1/Laraxx5dW-07hvHS-ff8TgnS4etd67SbM05Li1Am1ag
https://mirror.xyz/0x8A7f7C5b556B1298a74c0e89df46Eba117A2F6c1/Laraxx5dW-07hvHS-ff8TgnS4etd67SbM05Li1Am1ag
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Exercise

https://www.coingecko.com/

• Go to CoinGecko and search for “Wonderland 
TIME”.

• Scroll down to the Price Chart and click on 
Market Cap and Max.

• When did the token’s value start to crash?

• Why do you think there was an initial dip and 
then a spike before another dip?

https://www.coingecko.com/
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https://www.youtube.com/watch?v=Gn-Aviy5RFI&t=1870s 

https://www.youtube.com/watch?v=Gn-Aviy5RFI&t=1870s
https://www.youtube.com/watch?v=Gn-Aviy5RFI&t=1870s
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Exercise

• Go to Etherscan.io
• Enter the 0xSiFu’s Ethereum Address: 

0x5DD596C901987A2b28C38A9C1DfBf86fFFc15d77

• Click on the Analytics tab

1. Is there a spike in the ETH balance of the address 
at a particular date?

2. What was the maximal holdings?

3. What happened to the ETH balance over the next 
few days?

https://etherscan.io/ 

https://etherscan.io/
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Exercise
• Click on the Transactions tab
• Filter To for the following addresses:

• 0xd90e2f925DA726b50C4Ed8D0Fb90Ad053324F31b
• 0x722122dF12D4e14e13Ac3b6895a86e84145b6967
• 0x905b63Fff465B9fFBF41DeA908CEb12478ec7601
• 0xA160cdAB225685dA1d56aa342Ad8841c3b53f291

• Where was ETH being sent to?
• How many transfers were made in total?
• What were the amounts of ETH being sent?
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Additional Questions

1. Roughly how much was the amount transferred to 
Tornado Cash worth (in your currency of choice)?

2. Why do you think that most of the transfers are for 
the same amounts?
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POSTSCRIPT
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0xSiFU launches a new token!
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https://etherscan.io/token/0x29127fe04ffa4c32acac0ffe17280abd74eac313


UNCLASSIFIED - NON CLASSIFIÉ

17

“The Unmasking of SiFu”
Commemorative NFT Created

https://opensea.io/assets/ethereum/0x495f947276749ce646f68ac8c248420045cb7b5e/354856
84725155303981490729192961144699023552664245873084242323152534681681921 

https://opensea.io/assets/ethereum/0x495f947276749ce646f68ac8c248420045cb7b5e/35485684725155303981490729192961144699023552664245873084242323152534681681921
https://opensea.io/assets/ethereum/0x495f947276749ce646f68ac8c248420045cb7b5e/35485684725155303981490729192961144699023552664245873084242323152534681681921
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Squid Token Rug Pull

• Watch it live: https://www.youtube.com/watch?v=CpR2kMxy7O8

• https://coinmarketcap.com/currencies/squid-game/ 

https://www.youtube.com/watch?v=CpR2kMxy7O8
https://coinmarketcap.com/currencies/squid-game/
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